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Nick Gregory

nick@nickgregory.me

Computer security (especially reverse engineering and binary exploitation), meteorology, photography,

bowling.
= Software Engineer, Google Jul 2022 — Present
= Senior Threat Researcher, Capsule8 (Acquired by Sephos) Jan 2019 — Jul 2022
= Research Intern, Capsule8 May 2018 — Aug 2018

¢ Researched and implemented strategies to detect zero-day attacks

MySQL Production Engineering Intern, Facebook May 2017 — Aug 2017

¢ Rewrote internal tools used to build out new MySQL clusters

Research Intern, M.I.T. Lincoln Lab May 2016 — Aug 2016

¢ Researched techniques to emulate complete embedded systems in the QEMU hardware emulator

NYU Tandon School of Engineering, Brooklyn, New York, USA
B.S. in Computer Science Sep 2015 — May 2019

C;

Vice President & Infrastructure Manager, NYU OSIRIS Lab Sep 2015 — Dec 2018

¢ Oversaw most lab research efforts, and managed all lab infrastructure

Co-Lead, CSAW CTF 2016 - 2018

¢ Wrote challenges for, and helped run CSAW CTF
¢ During this time, CSAW Finals expanded from 1 site to 5 international locations

Be Kind, Please Rewind: Adventures in creating a macOS record/replay debugger, REcon

Uncommon Sense: Detecting Exploits with Novel Hardware Performance Counters
and ML Magic, Black Hat USA
Using Linux Tracing for Security, CSAW C2

2023

2020
2019

Using Undocumented Hardware Performance Counters to Detect Spectre-Style Attacks, CAMLIS 2021

¢ Nick Gregory, Harini Kannan
SoK: Enabling Security Analyses of Embedded Systems via Rehosting, ACM ASIACCS
¢ Andrew Fasano, Tiemoko Ballo, Marius Muench, Tim Leek, Alexander Oleinik,
Brendan Dolan-Gavitt, Manuel Egele, Aurélien Francillon, Long Lu, Nick Gregory,
Davide Balzarotti, and William Robertson

Introduction to Offensive Security

¢ A course I co-created to teach offensive security at NYU
Dispatch

¢ A Python framework for programmatically disassembling and patching binaries
Weather Explorer

¢ A fully open-source website for exploring current weather and forecast data

Snapshot LKM

¢ A kernel module to add a fast snapshot/restore mechanism for fuzzing. Adopted by the AFL++ project.

CVE-2022-25636

¢ A kernel heap out of bounds write leading to privilege escalation

10th Place, DEFCON CTF Finals (RPISEC)
9th Place, CSAW CTF Finals (NYUSEC)

C++, Go, Python, x86 assembly, ARM assembly, SQL

2021

2022

2018
2015
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https://www.facebook.com
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https://engineering.nyu.edu/
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https://cfp.recon.cx/2023/talk/LBLGDC/
https://www.blackhat.com/us-20/briefings/schedule/#uncommon-sense-detecting-exploits-with-novel-hardware-performance-counters-and-ml-magic-20790
https://www.blackhat.com/us-20/briefings/schedule/#uncommon-sense-detecting-exploits-with-novel-hardware-performance-counters-and-ml-magic-20790
http://ceur-ws.org/Vol-3095/paper8.pdf
https://nickgregory.me/files/rehosting_sok.pdf
https://nickgregory.me/security/2018/06/11/offsec/
https://github.com/osirislab/dispatch
https://github.com/kallsyms/wx_explore
https://github.com/AFLplusplus/AFL-Snapshot-LKM
https://nickgregory.me/linux/security/2022/03/12/cve-2022-25636/
https://twitter.com/soen_vanned/status/1029834764382101505
https://ctftime.org/event/271
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