


About Us

● Brendan Dolan-Gavitt (@moyix) & Nick Gregory (@kallsyms)
● AI (and more!) @ XBOW



Overview

● Reverse Engineering (where bugs??)
● Emulator (how do i run??)
● Environment (debug pls)

○ Reproducible sample running
● Validators (no cheating kthx)

● Used codex + GPT 5.4/5.5/5.6



Roadblocks

● Not only bugs & exploits, but the emulator to run things in
● Archaeology required

○ Some licensing systems had to be bypassed…



https://docs.google.com/file/d/1QQgk1F3yTcWodFk0-Ild3C-q6V3uL2eA/preview


Roadblocks

● Not only bugs & exploits, but the emulator to run things in
● Archaeology required

○ Some licensing systems had to be bypassed…
○ N different versions of libraries

● What even is the attack surface?
● Target selection





RE

● Two strategies
○ GhidraMCP
○ Pre-decompilation

● “First you must invent RE 
the universe”



Emulators

● VAX on Alpha floating point
● Standalone emulators too slow, missing snapshots, etc.
● Standardize on QEMU

○ Snapshots
○ Performance
○ Forks are free, you can just make them



Environments

● Hunting down minor revisions
● Normal tomfoolery of OSs at the time
● How do the models debug on the systems?

○ Models picked dumb ways of doing things, taking 10 mins
○ Noninvasive hooking
○ Using detours + infra for doing this

● How do the models control the systems?
○ VNC keystrokes/mouse -> No
○ telnet/ssh in guest



Validation

● Flags (à la CTF)
○ Very in-distribution
○ Even without /goal, ran for days

● Screenshots

● No cheating!
○ Don’t have to make it foolproof from the start - telling it “no” will generally prevent that behavior 

down the line
○ No GDB!!1



/goal



Model Weaknesses

● Modeling/testing externally
○ Belief old and new (or stock and custom) things are equivalent

● Not realizing its probing is messing things up (new images)
● Out of distribution

○ Esoteric architectures
○ Trying things in-distribution that don’t apply (tcache doesn’t apply to solaris libc…)

● Weaseling out of hard problems
○ Custom heap implementations
○ No patching binaries



Model Floundering

● 12 hours chasing… NULL deref
● “LGTM” with obvious graphics corruption





Model Floundering

● 12 hours chasing… NULL deref
● “LGTM” with obvious graphics corruption
● Cheating with GDB
● Cheating with SSH telnet



Targets (Browser)

● Mosaic 2.4, OpenVMS VAX 7.3
● Netscape 4.07, RHEL 5.2 i386
● Netscape 5.0, RHEL 5.2 i386
● IE 5, Solaris 2.6 SPARC (x2)
● Compaq Secure Web Browser, OpenVMS 8.3 Alpha
● Planetweb, Dreamcast SH-4
● WorldWideWeb.app, NeXTSTEP 3.3 68k
● NetPositive 2.2, BeOS 5.0 PPC



Targets (Core Network/Services)

● Mac OS 9.2.1, PowerPC
● Windows 98 SE, i386
● IRIX 6.5, MIPS
● Solaris 2.6, SPARC (x2)
● Tru64, Alpha



Targets (Other)

● FTP client, Symbolics Virtual Lisp Machine on Tru64 Alpha



The Fun Part



Mosaic 2.4, OpenVMS VAX 7.3

https://docs.google.com/file/d/1Yn6OLQ4X_ywbxWratiskfW5pqCxDDyks/preview






Netscape 4.07, RHEL 5.2 i386

https://docs.google.com/file/d/1hPoaN5gDn2tKuIxuD8xfeh8RDVkgDdJj/preview


Netscape 5.0, RHEL 5.2 i386

https://docs.google.com/file/d/1EN1--3jCXGNIfO8Q7t6ABBQp3HRZWhxy/preview




IE 5, Solaris 2.6 SPARC

https://docs.google.com/file/d/1lqjt769_ITfTKza86EFQrzhtxAm4ZFpG/preview


Compaq Secure Web Browser, OpenVMS 8.3 Alpha

https://docs.google.com/file/d/131RiPWqyR05t77_Yil-asqxVPhKsWn-K/preview


Compaq Secure Web Browser, OpenVMS 8.3 Alpha



Planetweb, Dreamcast SH-4

https://docs.google.com/file/d/1z1g6kEzP5p0ZXjzWj2csEEw8s3ycM2Nk/preview




NetPositive 2.2, BeOS 5.0 PPC

https://docs.google.com/file/d/1L5jIm7RqPNRNAw_Yz2cEbQSv1LDYySTI/preview


talkd, NeXTSTEP 3.3 68k

https://docs.google.com/file/d/1voFaeH70NZYovVgaKCRRlz9VuvcvEtUh/preview


Mac OS 9.2.1, PowerPC

https://docs.google.com/file/d/1kJXJvQXj7u9e4FE0EFJPHEttdDtUnHqF/preview




Windows 98 SE, i386

https://docs.google.com/file/d/18sCJqk-HlGheIiTWcRG_pK9j_5k1mSLS/preview


IRIX 6.5, MIPS

https://docs.google.com/file/d/1zqNmzJMFhczBs2VIpZHSFqF-YPyy3hlo/preview


Tru64, Alpha

https://docs.google.com/file/d/1k1nfyvJfW28I201-seqf0YtTdzmxCLl-/preview


FTP client, Symbolics Virtual Lisp Machine on Tru64 Alpha

https://docs.google.com/file/d/1QZJLshawPXx0HfaXlHl2IEe_jPMi8DOk/preview


Are These Production-Grade Exploits?

● LOL no
● LLM-generated exploits are currently very fragile
● Rely on constants, layout assumptions, etc. that frequently change outside of 

the idealized environment of the emulator
● Case study:

○ We had THREE RCE-class network-reachable bugs in OS 9.2.2
○ We had an additional port of the Netscape 4.7 vuln to OS 9.2.2
○ GPT-5.{5,6} couldn’t make them work reliably on real hardware

● That’s why the following demo is… not likely to work



Final Words

● Are these targets hard? No.





Final Words

● Are these targets hard? No.
● But:



Want Some Exploits?





Questions?



Quick Links

Recap https://x.com/moyix/status/2049549923457138954

https://x.com/moyix/status/2049549923457138954



